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BACnet

MQTT Modbus

OPC
Helvar (DAJUA)

R SNMP
Fidelio/Opera | Protel | Infor
RMS Cloud | CharPMS
VingCard \Web | Kaba | Salto

DALI EnOcean
M-Bus DMX

Praprietary solutions




Motivation

Building automation
systems are
heterogeneous

NETX

AUTOMATION

Many different
technologies
are used

Each technology
has its characteristics
and its own way to
represent and process
control data
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Building automation AUTOMATION

KNX “=BACnef "odbus

M-Bus, DALI, Helvar, EnOcean, Fidelio/Opera, VingCard, ...
Other open and proprietary technologies
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How to integrate
management applications

e.g. visualization, trending,
alarm management, ...?

KNX “®2BACnet #iModbus

M-Bus, DALI, Helvar, EnOcean, Fidelio/Opera, VingCard, ...
Other open and proprietary technologies
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NETx BMS Platform AUTOMATION

NETx BMS Platform

Logic engine

Web interface

Visualization

Schedulér I

Shutter Control
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Software solution for building management AUTOMATION

Providing building

Multi-protocol gateway User management

management functions

: Alarm management, trending, Central user management
Support for different systems : ; : . 1
. scheduling, logic engine, reporting, with different backends
and technologies : o
metering, energy management (e.g. AD authentication)

Visualization Web interface

Web and PC based : : KNX/DALI management,
| . : Managing BMS functions . :
visualization clients automatic shading control
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System requirements AUTOMATION

Operating system - Windows based operating system required

Windows 10 / Windows 11 Windows Server 2016 / Windows Server 2019 / Windows Server 2022

For maintainable systems we strongly recommend at least Windows 10 or Windows Server 2016 (or higher).Our products basically also run on older
Windows versions down to Windows 7 and Windows Server 2008. However, due to limited future support for these operating systems by Microsoft we
will not be able to provide full support for our software running on these systems.

Hardware

Any device that supports Microsoft Windows can be used

Use of virtualization environments possible

Requirements depend on project size

(small embedded device up to server systems) Wi, VB Sl e
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Licensing AUTOMATION

License

Number of Optional: additional license fees for

Number of data points visualization clients special modules and interfaces

Integrated data points from field level + Hotel management interfaces « NETx Shutter Control
like KNX group addresses, BACnet Web and/or PC Fidelio/Opera or Protel Project specific fee
objects, Modbus registers, based clients Fix fee + 5 data points for each
SNMP data points, ... room * NETx Metering Module
Fix fee + 10 data points for
* Door lock interfaces each measurement value
Licensing process VingCard, Salto, Kaba _
2l Fix fee + 5 data points for each * NETx mySmartSuite

Hardlock

door lock sufficent number of NETx
Softlock visualization clients required
« NETx LaMPS

Fix fee + 1 data point for each * and more
DALI ballast

Unlock code
dependent on hardware
and operating system

USB Dongle
hardware independent
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Components AUTOMATION

Core Visualization Shutter Control VSINERSINE

» Gateway functionality * Visualization for small, * Lighting management + Automatic shading * Overview of all rooms

« Alarm management medium and large * DALI management system * Guest information

* Trending projects » Complex buildings » Check in and check out
* Reporting * PC and web-based * Inclusion of weather data information

» Scheduler clients » 3D design and simulation * Room status

» Logic engine * Any number of clients * Add-on for BMS Server * Message processing

* Metering possible

*+ GRMS

Web interface Web interface Web interface Web interface Web interface

» Alarm management * Visualization * LaMPS app » Shutter Control app * mySmartSuite app
» Trending

» Scheduler

» Explorer

 Actions & Conditions

o KNX + Fidelio/Opera * VingCard * Universal XIO  3rd party BACnet, oBIX, Hardware gateways:
* BACnet * Infor + Salto interface MQTT and OPC (DA/UA) * Dali

* Modbus * Protel * Kaba e HTTP Server and clients * EnOcean

* OPC (DA/UA) * RMS Cloud other web service  3rd party web service clients * M-Bus

* SNMP » CharPMS gateways * DMX

Helvar
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BMS functions AUTOMATION

® i B

Multi-protocol gateway Alarm management Trending Reporting

Management of reports from trend

Bidirectional data .and information Monitor the building automation Store past data point data and historical data point values
change between different protocols system and report unexpected .
. . values for analysis as well as data from other BMS
and technologies behavior functions

(a]

Visualization

Scheduler

Logic-Engine Metering

Definition of time-based Add control functionality Sophisticated visualization
events to change data point using graphical function block engine for web and PC based
values or trigger actions programming or scripts visualization clients

Monitor, analyze and process
data from smart meters
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Enhances features AUTOMATION

Lighting/DALI management Automatic shading control

NETx LaMPS NETx Shutter Control

Easy management of KNX/DALI gateways Automatic shading of complex buildings
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NETx BMS Platform AUTOMATION

PC visualization Web visualization oBIX, MQTT & other

S clients 3rd party 3rd party web service NETx BMS Platform 3rd party
. OPC (DA/UA)
BACnet clients

Web browser, NETx Vision clients interfaces for loT for clustering SNMP clients

windows based (i0S & Android) devices

NETx BMS Platform

Multi-protocol gateway, visualization, alarm management, trending, scheduler,
logic engine, lighting/DALI management, automatic shading control

Fidelio/Opera, Infor, Protel,
RMS Cloud, CharPMS, Universal HTTP server and other
VingCard Web, XIO interface web service gateways

KNX, BACnet, Modbus,
OPC (DA/UA), SNMP,
MQTT, Helvar

Hardware gateway:
DALI, EnOcean,
M-Bus, DMX

Salto, Kaba



Interfaces to field level

Open and standard protocols

KNX, BACnet, Modbus, SNMP,
OPC (DA/UA), MQTT, Helvar

HTTP Server and other
Web Service Gateways

Hotel management system

Fidelio/Opera, Protel, Infor,
RMS Cloud, VHP, CharPMS

Develop your
own interface

Door lock systems

VingCard Web, Kaba, Salto

Customer specific
interface on request

NETX
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Interfaces to management level

OPC DA and OPC UA

Communication to one or
more MQTT brokers

BACnet/IP server

Web interface

Web Manager and
Web Visualization

NETX

AUTOMATION

oBIX and other Web
Service interfaces for loT

oBIX and KNX Web Services

Secure connection to
PC based visualization
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Integration of 3rd party systems AUTOMATION

Integration of Integration of Integration of
OPC clients BACnet clients OPC servers

3rd party BMS systems from Fire detection systems,
3rd party clients Siemens, Schneider Electric, elevators, etc. with different
Honeywell, Sauter proprietary systems
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Alarm management

B

Alarm List

Project Tree
-l
- B Hotel Hilton
- I Floorl
v Room101
v Room102
Room103
Room104
Room105
Room106
Room107
Room108

Room109

Room110
Floor2
Floord
Floord
Floor5
Flooré

» B Trendings

Simulation (Demo_NETx_Platform)

New list 0ld list

\Hotel Hilton

Priarity State

Q

NETx BMS Platform 2018 R1 Build 0

Reason

condition fulfilled
condition fulfilled
acknowledged
acknowledged
activated
activated
condition fulfilled
activated
condition fulfilled
activated
deactivated
deactivated
activated
activated
reconfigured
created
reconfigured
reconfigured
activated

activated

Q

Room1 Overheat
Room2 Qverheat
Room1 Overheat
Room2 Qverheat
Room2 Overheat
Room2 Qverheat
Room?2 Overheat
Room1 Qverheat
Room1 Overheat
Room1 Overheat
Room1 Overheat
Room?2 Overheat
Room2 Overheat
Room2 Qverheat
Room?2 Overheat
Room?2 Overheat
Room2 Overheat
Room1 Overheat
Room1 Overheat

Room1 Overheat

0 (0)

Q

\Hotel Hilton\Floor1\Room 1011 AL.

\Hotel Hilton\Floor1\Room102\Al

\Hotel Hilton\Floor1\Room101\Al

\Hotel Hilton\Floor1\Room102\Al..
\Hotel Hilton\Floor1\Room102\Al..

\Hotel Hilton\Floor1\Room102\Al

\Hotel Hilton\Floor1\Room102\Al

\Hotel Hilton\Floor1\Room101\Al.

\Hotel Hilton\Floor1\Room101\AL.

\Hotel Hilton\Floor1\Room101\Al
\Hotel Hilton\Floor1\Room101\Al

\Hotel Hilton\Floor1\Room102\Al

\Hotel Hilton\Floor1\Room102\Al..

\Hotel Hilton\Floor1\Room102\Al
\Hotel Hilton\Floor1\Room102\Al

\Hotel Hilton\Floor1\Room102\Al

\Hotel Hilton\Floor1\Room102\Al..

\Hotel Hilton\Floor1\Room101\Al
\Hotel Hilton\Floor1\Room101\Al

\Hotel Hilton\Floor1\Room101\Al

= Dashboard /Alarms /List /History i ] s = NET

AUTOMATION

¥ 0(0) A 0(0) 2(m

>
2018-09-26 14:40:25
2018-09-26 14:39:05
2018-09-26 14:38:51
2018-09-26 14:38:51
2018-09-26 14:38:04
2018-09-26 14:38:04
2018-09-26 14:38:04
2018-09-26 14:37:57
2018-09-26 14:37:57
2018-09-26 14:37:57
2018-09-26 13:04:07
2018-09-26 13:04:07
2018-09-26 13:03:07
2018-09-26 13:03:07
2018-09-26 13:03:07
2018-09-26 13:03:07
2018-09-26 13:03:07
2018-09-26 13:01:12
2018-09-26 13:01:12

2018-09-26 13:01:12

2018-09-26 14:41:10

Definition of alarm conditions to
detect unexpected system
behavior

Triggering of alarm actions like
notifications (e.g. e-mail, X ...)
or changing data points

Alarm lists via web interface

according to VDI/VDE 3699

Alarm history

Alarm logs stored in SQL
database



Trending

= Dashboard /Trending

Trending

+

Project Tree
-
» @ Hotel Hilton
- B Trendings
[ Room1-Temperature
|4 Room2-Temperature

l## TempChart

Core Server: Simulation (Demo_NETx_Platform)

[#*Chart - TempChart

Aggregation

25 6:00 AM

NETx BMS Platform 2018 R1 Build 0

Sep 25, 2018

Room2-Temperature

Room1-Temperature

12:00 PM 2:00 PM 4:00 PM

2018-09-25

6:00 PM

NET
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?

2018-09-26 14:19:03
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B

Past values of data points can
be stored in SQL database

Multiple database backends
(MS SQL, MySQL)

Different trending types like
change-of-value (COV),
sampling, averages, ...

Define the amount of data via
max data age

Pre and post processing of
values

Presentation via charts and
tables within web interface



Scheduler

= Dashboard /Scheduler

Scheduler

Project Tree

-
- @ Hotel Hilton
~ I Floorl
~ @ Room101
+ B Alarms
~ B Scheduler
P Lights ON

% Room101 Lights ON

¥ Room102 Lights OFF

Room102
Room103
Room104
Room105
Room106
Room107
Room108

Room109

Room110
Floor2
Floor3
Floord
Floor5

Floorh

_Platform)

Database: ¢

P Start-Stop Time Event - Lights ON

Enabled

Name *
Description
Start date/time
End date/time
Different Actions
Start Action
Stop Actien
Recurrence
Repeat

Months

Holidays
Ends

Additional recurrence

NETx BMS Platform 2018 R1 Build 0

a |
Lights ON

Turn Lights ON

2018-09-26 18:30:00

2018-09-26 22:30:00

Daily

®Every day

Every

i

o

days

m“

Ignore
®Never

None

KT

recur;

May
=

rences

NETX

AUTOMATION

o
==

2018-09-26 14:09:10

Time based events to trigger
actions (timers, start stop event,
cyclic event) and conditional
events

Definition of recurrence

Event program list and calendar
view within web interface



Reporting

o

E

g N

Dashboard /Reporting /Designer

— -
= — w0z - + fo K
1 D 1 2 3 4 5 6 7 8 g 10 1 12 3 15 16 17 18 19 20 21 22 23 24 25 2§
A — U_;Jlllllllll.\\|||||.|J||\|.\.\\..|J||l|..|.||| I TSI T T TS T S T TS S T S B SRR SR .
2 ] 1
g 14 Emergency Lighting Status Report [Parameters].[CompanyMamed
= { .
= 21 Project Name
24| = 1
O g ] Report information
1]
i 2 1 Device name Last function test Last duration test Last battery test
=== o B Date and time | Detail Date and time | Detail Date and time | Detail
m = _ Level 5 [LEVELS] ] Concat([Sum_ERROR], ' error messages on ', [Count_DEVICE], ]
—| o -] Level 4 [LEVEL4] ] Concat([Sum_ERROR], ' error messages on ', [Count_DEVICE], ]
t 1 = =
:\:' q‘% QS,L a - 1 Level 3 | [LEVEL3] ¥ Concat([Sum_ERROR], ' error messages on ', [Count_DEVICE], ®
e % % % o ] Level 2 | [LEVEL2] ¥ Concat([Sum_ERROR], ' error messages on ', [Count_DEVICE], ®
1] alalalarsri [NAME] B 1if(1sNull([DATE_F® L sNull([DAS Tif(1sNull([DATE_D Gif( IsNull([ DA iif(IsNull([DATE_BA | [VALUE_B/®
5 !
ilh E 1 {0zyyyy'-'MM'-'dd’ EE]—X Page {0} of
=
5

Management of reports from trend
data and historical data point values

IR

Predefined templates for alarm/trend
reports and DALI test results

Automatic regular report
generation possible

PROPERTIES

LaMPS Emergency L. ~ 5l

v ACTIONS

Data Source component]
Data Member

Filter String

Measure Units Tenths of a Milli..

» APPEARANCE
» BEHAVIOR

~ DATA

» DESIGN

» NAVIGATION

NETX

AUTOMATION

m - &

b

Includes a reporting designer for
your own templates and designs
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Metering

Web Manager © admin
Any smart meter (KNX, BACnet,
Modbus, M-Bus, ...) from different
sources (electricity, water, air,

Metering / Configuration
heating, ...) can be used

@ Chart - Meter 1 Meter reading

Line Aggregation
D3y M TopAY € > All calculated consumption values
(hourly, daily, weekly, monthly, yearly)
are provided as normal data points

09/23/2022 Labels []

& CostRatel

Meter 1 (09/23/2022)

@ Meter 1

& Meter 2

B MyFirstWorkspace
= R 1 0 q
* Inclusion of other trend values in
calculation diagrams possible

» Data points that affect the
consumption of energy resources
(e.g. temperature values) can be
used as comparison values

* Results can be presented online in
our web interface as tables or chart

elements

* Report export to PDF, Excel, etc.
NETx BMS Platform R2 Build 2062  09/23/2022 4:22:02 PM

Core Server: Simulation (MyFirstWorkspace) Database: con Reporting Server: co
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Logic engine

(5] XLogic Editor : PID Controllerxprjxml - [SET VARIABLE] = B
File Edit View Help -8 X%
- O x| Adding control functions that
SoueBiGon & Rohe: LG are missing within the field
Catalog I MAIN SET VARIABLE . g
B Catalog Objects deVICGS
Values
- BOOL
- NUMBER
- STRING
Commands \
e 'n— = VARPBLE NAME
Local variable . .
o Adding control functions that
Logging are distributed across
LuA Serot : ;
wiai devices that use different
Persistent data VALUE A
> Sockets \ technologies
) Functons TSI
P O Timelntenal nput 2
@b fen i P -
B> Local variabie VALUE ( § [Input 4]
> Veriable
b Bts/bytes
[» Bool operations VARIABLE NAME
B Comparison esum (
[ Conversion _ _ i i - i
b LA Sorgt XLogic editor: graphical
[+ Math .
1> Persistent data functional block
b Seneratatus i
B Sockets — E— I programming
g 0 |
Task data \
E- B Tools
VARIABLE NAME
eold (
o |
LUA scripts: script engine

Help Output Messages
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Versatile Unlimited Scalable

Web and/or PC based visualization

| . No limit on the number of used » Fast creation of large visualization
clients can be used

graphical elements and pages projects

No difference between web and PC

. o » Licensing is done via BMS Platform o Ealzligsstedie Gl GVEECIE
based visualization

templates

Customizable Ubiquitous

SRR CITER BB Ele) * Independent of used technology and protocols
Enhanced elements like multi-state elements, vector graphic and . KNX, BACnet, Modbus, SNMP, ... in one single visualization
web-based content
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Visualization - architecture AUTOMATION

- = - = o U

PC PC Web Web Web Web
visualization clients visualization clients visualization clients visualization clients visualization clients visualization clients

NETx BMS Platform

‘\ ‘ Multi-protocol gateway, visualization, alarm management, trending, reporting, metering, GRMS, scheduler,
W0 logic engine, lighting/DALI management, automatic shading control

Fidelio/Opera, Infor, Protel
RMS Cloud, CharPMS, Universal HTTP server and other
VingCard Web, XIO interface web service gateways
Salto, Kaba

KNX, BACnet, Modbus,
OPC (DA/UA), SNMP,
MQTT, Helvar

Hardware gateway:
DALI, EnOcean,
M-Bus, DMX




Visualization — functions

Control elements

Label, buttons, analog elements
(sliders, gauges, ...), link area,
multi-state elements, ...

Variables

Fast creation of large
visualizations using project, page,
layer, block and group variables.
Reuse of pages and groups

i

Vector graphic

Support of SVG and AutoCAD

drawings (DWG, DXEF, ...)

B

BMS functions

Show graphical interface of
BMS functions like alarm lists,
calendars, trending charts
and tables

X

Auto scaling

PC and web based visualization

is automatically scaled to the
current screen resolution

)

User administration

Use of central user management
of BMS Platform and defining
different access rights

NETX

AUTOMATION

L0

Multiple views

Support of multiple views for

using multiple screens, browser
tabs or floating window elements

Y

Usability

Easy to use editor for creating
visualization projects
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Web Manager

Web based interface to
manage BMS functions

Access by any client with web
browser via secure connection
(TLS secured https)

Em a9 <

Alarms Scheduler Trending Visualization Management

e © %92 ¢

Explorer Templates Shutter Control Metering Usel' management

Sophisticated user

® £ . management and access
E permissions

Diagnosis Visualization

LaMPS

Web Manager Apps

Use of central user
management of BMS Platform
and defining different access
rights

Core Server (Lamps-Messe) Database: . ed NETx BMS Platform R2 Build 2040 28 09.2022 14:26:01



Web Manager apps

Alarms

Scheduler

Config. of time based and conditional events
- shown event lists and calendar views

Configuration of alarms —
showing alarm lists and alarm history

0(0) Y 0(® AO0@® = 202

\Hotel Hil
Priori Nam, Patt o A Enabled []
Q - |2 Q [=] Lights ON
B |Room2 Overheat 1 il 2018-09-26 14:38:03 vva e on
o Room1 Overheat \Hotel Hil 2018-09-26 14:37:56 vve -
o
|
Dail
®Every d £ 4

a

Trending

Configuration of trends and charts —
showing charts and tables

Sep 25,2018

NETX

AUTOMATION




Web Manager apps

<

Visualization Manager

Managing visualization projects, devices,
connections and user permissions

Devicel

¢

Explorer

"Master App” for doing all
things at single place

+ ||z ® & M= & & B
Project Tree * ™ Folder- Alarms
-

- m Hotel Hilton Name

- B Floorl Q
- B Room101 % Alarm Notification
» B Alarms
» B Scheduler

» B Room102
» B Room103
» B Room104
» B Room105
» B Room106
» B Room107
» ™ Room108
» B Room109

» 0 Room110

> B Floor?

NETX

AUTOMATION

<

Templates

Sophisticated app to create multiple
definitions (e.g. alarms) with a view clicks

[\ Edit - Alarm Template

Name * Alarm Template
Path extension {FloorNo}\{RoomNo}

0 Alarm - Room Temp Alarm

Nam Room Temp Al

Descripti

Priority Info

Condition @ Condition - Room Temp Alarm_Condition

Name * Room Temp Alarm_Condition
Description
Logic o

peration AND



Web Manager apps

=
Reporting

Management of reports from trend data and
historical data point values as well as data
from other BMS functions

o

% 4 Emergency Lighting Status Report [Parameters].[¢
% 2 Project Name

g g Report information

§ ] Device name Last function test Last duration test Last battery tes
g 1 Date and time | Detail Dateand time  Detail Date and time
© 7 Level 5 [LEVELS] § Concat([Sum_ERROR], ' error messages on ', [Cot
|0 ] Level 4 [LEVEL4] ] Concat([Sum_ERROR], ' error messages on ', [Cot
é; % a \t Level 3 [LEVEL3] ¥ Concat([Sum_ERROR], * error messages on ', [Col
% % H 7 Level 2 [LEVELZ] ¥ Concat([Sum_ERROR], "error messages on’, [Cot
HE B [NAME] (1Nl ((DATE P f(TsNul[DAR f(IsNull((DATE DA I 15Null AR if(1sNul([DATE €
£ al

§ {0:yyyy'-'MM"-'dd" ENE]?

| | i

@ Chart - Meter 1

Line

Metering

Monitor, analyze and process data

from smart meters

Aggregation 09/23/2022 -

Day b Tooay € 3

Meter 1 (09/23/2022)

Meter reading - Plot -

Labels []

LaMPS

Manufacturer-independent representation
of DALI gateways and devices

Lo ¢l Lamps
L5 ¢Ipaul
L= ¢ BuildingA
L5 ¢ Floor1
L= I My DALI Gateway
- © Fault General
Fault DALI

Fault Device

o

o

[¢]

Fault Lamps

]

Trigger Test

O

— @ Test Running
H=l 2l Devicel
© Fault
L o Faultlamp
}— © Fault Device
L o onoff
L=l ¢l Device2
}— o Fault
L o Faultlamp

F © Fault Device

Fault General
Fault DALI (4]22)
Fault Device (5|23)
Fault Lamps (6]24)
Trigger Test

Test Running

Displays if any fault occured
Fault Lamp
Fault Device

Displays if any fault occured
Fault Lamp
Fault Device

NETX

AUTOMATION

True
False
True

False

False

True
False
True

True

True
False

True
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www.netxautomation.com
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